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Abstract. A purely peer-to-peer vers
payments to be sent directly fip \ oz throuah a

ck the netw mk they'll generate the longest chain and outpac

network itself requires minimal structure. Messages are broadcas 20 40 L3 DI_ XI 2 1 OO ot jH __I H | =3 (ﬂ té} go

basis, and nodes can leave and rejoin the network at will. acce
proof-of-work chain as proof of what happened while they were gone.

1. Introduction
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Hashing & Hash & =

Hashing2 HI0IEHE DAS 20|12 (16&81YH) =X2 X
Ol AFEE= &I Hash function

Hash function@ 228 22 Z 2t = Hash (i Al), Hash value(of Al gt), Hash

Code(dl Al 2 E), Hash Checksum(aHAl M3 &) Ol B2,
Hash Codeldt 2™ {|0|H = &40l T2 X8 =2 A&l ot

e
0[0

hash
keys function hashes
00
John Smith
01
Lisa Smith -
03
04
Sam Doe
05

Sandra Dee )
15



Hashing & Hash & ==

etS & Hash Function (Cryptographic Hash Function)

v EXEQ 2 SHA256 &=JI /3.
v' Hash CodeBt=2 JItXl D= 29 HIOIEHE 6] €0t=2 == ¢
v MD5, SHAHE &I US
Input Hash
Hash DFCD3454 BBEA78SA
Fox — tinction | 751A696C 24D97009
CA9O2D17
The red fox Hash 52EDS79E 70F71D92
runs across —m function —P| 6EB69570 08E03CE4
the ice CAG945D3
The red fox Hash 46042841 935C7FB0O
walks across — ¢ . tion ™| 9158585A B94AE214
the ice 26EB3CEA
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Hashing & Hash & =

EZ20 &Mot= 2800240 €= HellE Hashingoles &t

= /M

rot

v Merkle Tree, Merkle Root &£ = Root Hash Al=

7. Reclaiming Disk Space

Once the latest transaction in a coin is buried under enough blocks. the spent transactions before
it can be discarded to save disk space. To facilitate this without breaking the block's hash,
transactions are hashed in a Merkle Tree [7][2][5]. with only the root included in the block's hash.
Old blocks can then be compacted by stubbing off branches of the free. The interior hashes do
not need to be stored.

Block Block
Block Header (Block Hash) Block Header (Block Hash)
| Prev Hash || MNonce | | Prev Hash | | Nonce |
i

| Hasho1 | | Hash23 | Hash01

_____ j [____ [kt S st S wlapat
[0 | [ | [m2]| [Da] Tx3
Transactions Hashed in a Merkle Tree After Pruning Tx0-2 from the Block

(MHE) AEA L2 E ==

ASHTH HIOI K]



Node &£ = Miner, 12| 1] Bitcoin User

Bitcoin Users
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0|2 £& st == Hash CodeE M Hol=0 0|2 “Proof of work™ 2t

SES2 &2 Proof of workgtS I LD UASLEZM 2280l RXE.
H = S b = O Ao
Integrity & TrustE &2 et E403 Y D=
' N N N ™
Block 51 Block 52 Block 53 Block 54
Proof of work: Proof of work: Proof of work: Proof of work:
0D0000GBSTWY  w, 000000zDvEX5 ) 00000090b41bx  w, O00000jj193xg49
™ Previous block: \x Previous block: \x Previous block: . Previous block:
000000432grza 000D00SBS Ty DO0000ZZRVZRS 000000904 1bx%
[ Transacton [ Transacton [ Transacton [ Transacton
IkS4ifux L dd5g31bm i Odlxcv1d L G55Ibj4{12
' ™) F . ' ™) r
Transacton Trans-acton Transacton Transacton
| 09345wid | 22sx987 | abb7bxxg | bn24xa0201
| Trowactn | [ Trorezeton | | Timsaon | (
rans n ran ra n
veAZ32va2 001hk009 I0iud9a #Alice = Bob
N v A < N v B -
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M =25 ==:489,57201 (20179 108 13, 2H 9Al)
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50BTC = 25BTC = 12.5BTC E&4=0| AI5kH 0l Sl & S=&0] 2H 3.
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. BlOCk Explorer News Bitcoin cash Conference Schedule

Search for block, transaction or address +" - Conn 77 - Height 489571

Blocks Status

BE Scan

Buy Bitcoin with CC!

Block #489572 20174 103 132 28 9Al A& 2 =5 &

EH

BlockHash 00000000000000000025d5e08171f6d5F5d5bde189bFfd965d00da99cd264b01e

Summary
Number OF Transactions 2809
Height 489572 (Mainchain)
Block Reward 12.5BTC
Timestamp Oct 13,2017 8:43:49 AM
Mined by
Merkle Root [E19F561574F1b57863bF18de914d42e...
Previous Block 489571
Transactions

© 980187211e678a00523686d8290ce3F4479564calbBMbfbed1168015c0134af2

No Inputs (Newly Generated Coins) ’

Difficulty
Bits

Size (bytes)
Version

Nonce

1CbVUSWSWImRCpaCJ4hanUny77oDaWw4to

12

11238632685132.9668
1800Fa73

981558

536870912

2019725304

mined Oct 13, 2017 8:43:49 A

1418544952 BTC (U)




b BlOCkExplorer News Bitcoin cash Conference Schedule

Search for block, transaction or address + - Conn T7 - Height 489571

Blocks Buy Bitcoin with CC!

BE Scan

Address 597 87c

Address 1G0mweA|7Lgwzs4eD8ubDjGABdaZkaGa35

Summary confirmed

Total Received
Total Sent
Final Balance

No. Transactions

Transactions

© 7b75dd04420493ac541Fa98927789b27a91d08aa877d3ecdccbbed 7Fecf30632

191851 e4ZGzFEpqRFrvHapFFKZ6h2g7Rkw 20 BTC >
1N1527j1uzBPPAASGYVNIahTWiSN5yZen 30BTC
13wTrYT5QyJZF52v6FMTw6EZVibKPeAmsa 40 BTC

1684651.13649757 BTC

1684054.13649757 BTC

597 BTC

16281

mined Oct 13, 2017 8:43:49 AM

1GOmweA{7Lqwzs4eDBu6DjGASdazkaGI35 199 BTC (U)
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v' SHA (Secure Hash Algorithm) 256: 1993& 0= NSAW Al & XAl

> digest("This is test.", algo="sha?256", serialize=FALSE)

[1] "465f0965 7f95d9fe 4d66ddal f8abf6f2 a7edede8 2fb91fdc a9f46bcc 6637cci1s”

v ECDSA (Elliptic Curve Digital Signature Algorithm) & &3t 21 2lS: Public Key 2t

Private KeyE Sol0{ 35
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B =7 S A O| = PN d
=SH20l 282 = U= A=AE ES
o KtitEE| AHIA EEMC Jl=2 B ZotH HEHLIME EXNSES oMot &
metsr = UM, HEHRUH M SAA AIES 2HHOHH 2ele = US
> M= BHEES 2ot 32 SdAL == 29, A9 2202, S 22
2, S HEII2HS0| 22 EE0 HAE JHA LD 22
o IIMAZE: ADEHYS S0t SF AL 240l MRE =& X0 HAD[2(CCP)
e NAZL0| 222 THa2 G2F 200 0IFSHHA 0E SO, A2 HHlA
ZFAOZ Hell U AlELADE =€ = US.
Private Blockchains Offer Key Benefits
for Asset Management Firms
o—
—-
-2— .
T
Real-Ti Stable, Se 5 = -
esatBonpi Dlstributod o Blockchain Technology Will Profoundly Change the
e Tracking Inieinctie ReseLcs R Derivatives Industry - Blockchain
> PAXOS - as kompany.com, can at banks where participants depesit liquidity for launching
the Bitcoin Reference Rate and Real-Time - a challenge. The transaction. ... CME
Group literature states exchange-listed derivative contracts volume averaged 15 -
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20154 108 202 NASDAQE ==2M0 Jl=S AHEOR gt M2EXAE
2] Al & Q1 Nasdaqg Private Market H2H 0l & E23dt= NASDAQ Lin
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& 0
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e 2ISATHEO| =E5t= 60| IHAI M = 2 ® E (Hyperledger Project): IBM, 00|32
= AHE ZLatst 229 ITSAISO| UIH &0, ZULHHA = &t

ATZE, QY Y &3, VM
=0 &3 )t &HSDS 20 = Hyperledger Fabric 24
> SS5HC DBt RAZE HA0 st S24AE R E-2F0 et HAE 2=
> IIM Zet Z2EZ= 0|80t 2d, ==X, =Xt 2t ASES A6t
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t HYPERLEDGER

DISTRIBUTED LEDGER FOR FINANCIAL INSTITUTIONS

. : i F o |
e | I
Raw Materials % %
L & I I I
alp 1Toafa e lhagan W
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L

Consumer
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Customer
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T - Transaction :
T (defining contracts)
Application | fabric g E
atice Lt \ Ciient 8 i :
Transaction : g

(invoking contracts)
=

+ Permissioned system; strong identity management
» Distinct roles of users, and validators
* Users deploy new pieces of code (chaincodes) and invoke them through deploy & invoke transactions

End-user

« Validators evaluate the effect of a transaction and reach consensus over the new version of the ledger
+ Ledger = total order of transactions + hash (global state)
+ Pluggable consensus protocol, currently PBFT & Sieve
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